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A Mobile Cyber-Physical System Based on Software Definition

Liu Zhen-juan, Zhang Li-chen
(School of Computers, Guangdong University of Technology, Guangzhou 510006, China)

Abstract: Installing sensors and other devices in vehicles such as cars and aircraft have led to the emergence of a
new generation of mobile cyber-physical system (MCPS). However, MCPS is mainly based on hardware resources
and has low automation level. A MCPS modeling method is proposed based on software defined approach.
Virtualizing the hardware resources by AADL (Architectural Analysis and Design Language), and then analyzing
and processing the hardware resources through the software-defined method, the automation level of the MCPS
system can be effectively improved. The mobile vehicle which autonomously processes and analyzes sensor data
for controlling vehicle driving is taken as an instance and the system composition and model is described. Finally,
the security of the system is analyzed by adding a secure annex. This instance demonstrates the feasibility and

effectiveness of software-defined modeling method.
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Fig.2 Software-defined MCPS framework diagram
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annex EMV?2 {"
use types ErrorLibrary, CPSErrorLibrary;
use behavior CPSErrorLibrary::CollectingFailed;
error propagations
data_input: in propagation {Nodata,
IncorrectData};
data_output: out propagation {Nodata, IncorrectData};
power_input: in propagation{NoPower}
flows
Error: error source data_output {Nodata, IncorrectData}
when {SystemFailed};
nodataflow: error path data_input{Nodata} ->

sensordata_output{Nodata};
incorrectdataflow: error path data_input{IncorrectData} -
> data_output{IncorrectData};

end propagations; '}
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annex EMV2 {”
use types ErrorLibrary, CPSErrorLibrary;
use behavior CPSErrorLibrary::CollectingFailed,
error propagations
bindings: out propagation {ServiceOmission,
ValueError};
powersource: in propagation {NoPower};
networkaccess: in propagation {ServiceOmission};
networkaccess: out propagation {ServiceOmission};

flows
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cpu_error: error source bindings {ServiceOmission,
ValueError} when {CPUFailure};
end propagations;
component error behavior
propagations
FailStop-[]-> bindings {ServiceOmission};

end component; "}
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annex EMV2 {”
use types ErrorLibrary, CPSErrorLibrary;
use behavior CPSErrorLibrary::CollectingFailed;
error propagations
Inputdata: in propagation {Nodata, IncorrectData};
OutputData: out propagation {Nodata, IncorrectData};
flows
error: error source OutputData{Nodata,
IncorrectData} when {SystemFailed};
nodataerror: error path Inputdata{Nodata} ->
OutputData {Nodata};
incorrectdataerror2: error path Inputdata
{IncorrectData} -> OutputData{IncorrectData};

end propagations; };
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annex EMV2 {"
use types ErrorLibrary, CPSErrorLibrary;
use behavior CPSErrorLibrary::CollectingFailed,;
error propagations
Inputdata: in propagation {Nodata, IncorrectData};
Control_Command: out propagation {Nodata,
IncorrectData};
flows
decisionerror: error source Control Command
{Nodata, IncorrectData} when {SystemFailed};
nodataerror: error path Inputdata{Nodata} ->
Control Command{Nodata};

incorrecterror: error path Inputdata{IncorrectData}-
> Control Command{IncorrectData};

end propagations; " };
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annex EMV?2 {"
use types ErrorLibrary, CPSErrorLibrary;
use behavior CPSErrorLibrary::CollectingFailed;
error propagations
control_in: in propagation {Nodata, IncorrectData};
control_out: out propagation {Nodata,
IncorrectData};
flows
control_error: error source control _output{Nodata,
IncorrectData} when {DatasensorFailed};
nocontrol_error: error path control_in{Nodata} ->
control_out{Nodata};
incorrectcontrol_error: error path control _in
{IncorrectData} -> control_out{IncorrectData};
end propagations;
properties
emv2::OccurrenceDistribution=>
[ProbabilityValue=> 8.0e-7; Distribution=> Poisson;] applies
to control_in.Nodata, control out.Nodata, FailStop;
emv2::OccurrenceDistribution=>
[ProbabilityValue=> 3.0e-7; Distribution=> Poisson;] applies
to control_in.IncorrectData, control_out.IncorrectData;"};
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annex EMV?2 {"
use types ErrorLibrary, CPSErrorLibrary;
use behavior CPSErrorLibrary::CollectingFailed;
error propagations
Inputdata: in propagation {Nodata, IncorrectData};
Control_cmd: out propagation {Nodata,
IncorrectData};
flows
cmd_error: error source
Control cmd{Nodata,IncorrectData};
nodataerror: error path Inputdata{Nodata} ->
Control Command{Nodata};
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